284th BSB

Information Assurance (IA) Program

User Initial and Annual Refresher Training Brief

1. You are involved in a war concerning the control of information. The outcome will determine if the intended users or unauthorized intruders will have access to your information. There are numerous information systems in the European Theater processing classified and unclassified information. These systems are vulnerable to computer hackers, Foreign Intelligence Services (FIS), terrorist, criminals, and disgruntled individuals and groups. 

Unauthorized intruders have devised numerous surreptitious techniques for breaking into our systems. Once unauthorized intruders gain entry they appear as trusted members. 

2. As a user you are the first level of security and are responsible for executing the following:


a. DoD Warning Banner is installed. It must be viewed and acknowledged before logging on your PC.


b. Ensure the current DOD anti-virus software is installed on your personal computer (PC).  Anti-Virus Software - Norton or McAfee Anti-Virus is available at  www.rcerte.5sigcmd.army.mil/Anti-virus/Default.asp
 
c. Scan floppy/zip disks and CDs for viruses prior to opening files.  

d. Screen Savers will be set to activate between 3-5 minutes and will be password protected.  

e. Internet Browser Software will be set to open to a default "blank page" or an address within 

the .military domain www.giessen.army.mil.  Do not change preset conditions or perimeters that

provide security.

f. Ensure that any non-government purchased software to be loaded on your PC is approved by your IMO. 

g. Immediately! Report all computer security incidents and unusual activity on your PC to your Supervisor,IAO/SA/IMO or IAM. Examples of these incidents are:



(1) Viruses



(2) Chain letters


(3) E-mail hoaxes


(4) Suspected or actual intrusion


(5) Unexplained anomalies


(6) Possible or actual password compromise


h. Protect your password. Passwords will be a minimum of eight- (8) alphanumeric with at least two numbers. Proper names or words in any language will not be used for passwords. Remember to protect your password. Minimum password age is 180 days for unclassified systems, 90 days for classified systems. Do not share it with others. Your log-in and password identifies you, and allows you entry to USAREUR networks for official business.  


i. Government computer misuse/abuse: The following is NOT authorized:



(1) The installation and use of personal software is prohibited. Only software originally configured on the system by authorized personnel.



(2) Ensure that any non-government purchased software to be loaded on your PC is approved by your IAM and Chief, Automation Information Systems Division.



(3) Publication of information that advertises or publicizes individual or non-Government groups, companies, 

or activities that may gain a financial or competitive advantage or increased prestige. This does not include events cosponsored by Govt/commercial contractors when these events are requested by and are of benefit to the Government. 

(4) Viewing of obscene or sexually explicit information, such as pornography or other illegal material.

(5) Production of personal announcements or advertisements for the sale or solicitation of goods or services

 for personal gain.

(6) Chain mail. If you receive chain letters you will delete them and not forward or respond to them.  You

should be especially alert for chain letters that try to elicit sympathy for an individual or a cause.



(7) No Food, Drink or Open Liquid container within 3 ft of any Automation System. You may be held responsible for any damage. 


j. Authorized Personal Use: Government computer systems and networks are authorized for personal use for morale and welfare (MW) purposes. Commanders and Directorate Chiefs or  higher  must determine what MW purposes are appropriate and reasonable within the context of their operational mission, available resources, and security requirements and ensure that subordinate supervisors are informed of this determination. In making this determination, commanders and staff principals must ensure that personal use of e-mail/Internet:


(1) Does not adversely affect the performance of duty of the individual using e-mail for MW or of anyone else in the organization (for example, ensuring that personal use does not prevent a time-sensitive, mission-related message from being sent).  

(2) Is limited to reasonable amounts of time.

(3) The individual is responsible for deleting personal messages (both sent and received) or downloading them 

onto a diskette as soon as practical.

(4) Is limited to personal, non-duty time, when possible. In determining when authorized use is possible during personal, non-duty time, approval authorities may consider individual mission requirements, differences in time zones, personal emergencies, and other such factors.

(5) Does not result in significant cost to the Government in terms of time, equipment, or other resources associated with personal use (for example, supplies and storage capacities).

(6) Does not require existing equipment, systems, or networks (for example, hardware, software, and telecommunications connectivity) to be expanded, extended, or upgraded.

(7) Meets security considerations and requirements based on the system and equipment used (for example, 

operations; personnel; physical security; system accreditation; virus checks, protection, and tests).


(8) Serves a legitimate public interest (for example, keeping employees in their workplace rather then requiring 

them to leave to use a commercial or private system, educating and training personnel, improving the morale of personnel deployed for 30 or more days).

(9) Does not adversely reflect on the U.S. Government, DOD, DA, or USAREUR.

3. Remember: Do not process, store or transmit classified information on non-secure telecommunications systems. Official DOD telecommunications systems, including telephones, facsimile machines, computer networks, and modems, are subject to monitoring for telecommunications security purposes at all times AR 380-53 & UR 380-53. The directive governing ethics (DOD 5500.7-R) is punitive.  Violators are subject to UCMJ action or adverse administrative action (for example, non-judicial punishment, reprimand, fine, suspension, or employment termination).

Use of official DOD telecommunications systems constitutes consent to telecommunications monitoring.

4. ACKNOWLEDGMENT: I acknowledge with my signature that I have read and understand the above instructions. If I refuse to sign this statement I will not receive a password or be granted authorization to operate information systems. I also acknowledge receipt of my password. 

USER: _____________________________________________________________________DATE: ___________ 

           (Print Name/Rank/Grade)                            (Signature)                              (Telephone#)

SUPERVISOR: _____________________________________________________________DATE ____________















(Signature)

ANNUAL REFRESHER TRAINING: ___________________________________________ DATE: ___________

                                                                                (Signature)

YOUR INFORMATION ASSURANCE MANAGER (IAM) IS:  MR. JOE PARCEN,    Tel#  343-6623

YOUR INFORMATION ASSURANCE OFFICER (IAO) IS: ______________________Tel#______________

(1 Aug 01)

